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THE INFORMATION WE COLLECT
COLLECTION OF PERSONAL INFORMATION

We will use your personal and non-personal information only for the purposes for which it was collected or agreed
with you, for example:

e To conduct our obligations arising from any agreement entered into between you and us;

e To notify you about changes to our service;

e Forthe detection and prevention of fraud, crime, or other malpractice;

e To conduct market or customer satisfaction research or for statistical analysis;

e Foraudit and record keeping purposes;

e In connection with legal proceedings;

e We will also use your personal information to comply with legal and regulatory requirements or industry
codes to which we subscribe, or which apply to us, or when it is otherwise allowed by law;

e Torespond to your queries or comments.

Depending upon the nature of our relationship with you, we may collect different information and these differences
are outlined below.

CUSTOMERS

We collect and process your personal information to provide you with access to our services and products, to help us
improve our offerings to you and for certain other purposes explained below. We do not knowingly set out to collect
personal data, it is only provided to us by you by contacting us via our website www.unitedbusinessgroup.co.uk, by
phone or by email. Once collected, this data is only used to deliver the service and to respond to you, answer any
guestions you have. We do not collect sensitive data — financial, health or information about children. This does
however include name, phone number, email etc. We collect and process the following information relating to our
customers:

e Information collected includes information provided at the time of requesting or registering for our services
or for any other reason if you need to make a complaint or report a problem.

e Examples of information we collect from you are names, email address and telephone number and this is
done at the point of requesting our services with sales or service teams.

e If you contact us, we may keep a record of that correspondence.

e We may also ask you to complete surveys that we use for research purposes.

e We also hold bank details as part of our invoicing and accounting procedures.

Additionally, we may collect non-personal information such as geographical location. This is collected as part of the
services we provide and are not held for any other purpose. You cannot be identified from this information and it is
only used to assist us in providing an effective service.

EMPLOYEES

We will collect information relevant to our legal obligations as an employer and may include the following::

e name, address, and contact details, including email address and telephone number, date of birth and
gender.

e theterms and conditions of your employment.

e details of your qualifications, skills, experience, and employment history, including start and end dates,
with previous employers.

e information about your remuneration, including entitlement to benefits such as pensions or insurance
cover.

e details of your bank account and national insurance number.
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e information about your marital status, next of kin, dependants, and emergency contacts.

e information about your nationality and entitlement to work in the UK.

e details of your schedule (days of work and working hours) and attendance at work.

e details of periods of leave taken by you, including holiday, sickness absence, family leave and the
reasons for the leave.

e details of any letters of concern, disciplinary and or grievance procedures in which you have been
involved, including any warnings issued to you with related correspondence, will be kept for the agreed
allocated time.

e assessments of your performance, including appraisals, performance reviews and ratings, performance
improvement plans and related correspondence.

e information about medical or health conditions including information from Occupational Health, eye test
information, drug and alcohol testing results, and any other relevant information including any
information about a disability for which the Company needs to make reasonable adjustments; and

e equal opportunities monitoring information including information about your ethnic origin, sexual
orientation and religion or belief.

The Company may collect this information in a variety of ways. For example, data might be collected through
application forms, CVs, obtained from your passport or other identity documents such as your driving license or from
forms completed by you at the start of or during employment, from correspondence with you, or through interviews,
meetings, or other assessments.

In some cases, the Company may collect personal data about you from third parties, such as references supplied by
former employers.

SUPPLIERS

We will collect information relevant to our status as a customer of yours and may include your name, phone number
and email, in addition to address, bank account details and information relating to the services and products you
provide us.

WHY WE NEED IT

We need to know your personal data in order to reply to you and provide you with services. We will not collect any
personal data from you which we do not need to provide and oversee this service to you. The lawful basis for
processing data identified by FUTERA Limited includes:

e |egal obligations (for example, as an employer or as part of obligations with regards to HMRC)

e Performance of a contract (especially with regards to our customers and our suppliers)

e Legitimate interest (such as when we ask for your feedback or advice on how to continually improve)

e Consent (only used when sensitive information is required to be processed by us or as part of marketing
initiatives)

WHAT WEDOWITHIT

The personal data we process is processed and hosted in the UK, EEA and on some occasions, in the US. The
necessary arrangements for all non-EEA transfers have been reviewed and found to be adequate - these parties are
all registered on the EU-US Privacy Shield initiative. Third parties will have access to your personal data only when
they are under contract and following the signature of a non-disclosure agreement and only in line with the services
these third parties are contracted to do so in order for FUTERA Limited to function as a business. These third parties
include:

| Data subject | What we may do with the personal data |
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Customers Data will be disclosed to designated consultants and management personnel on a project by
(website, project basis so as they can complete the service requested;

phone, and Auditors, consultants, and specialist service providers for the purposes of ensuring FUTERA
app users) Limited operate legally and safely. These include hosting and IT services providers, critical to

the infrastructure of our businesses;

FUTERA Limited personnel so as they can assist with the delivery of the service requested or
to respond to any contact from customers;

We may disclose your personal information to any member of our group, which means our
subsidiaries, our ultimate holding company, and its subsidiaries, as defined in section 1159 of
the UK Companies Act 2006 (only where this relates to the services purchased from FUTERA
Limited and on an exceptional basis);

Police and other regulatory authorities (upon receipt of a proper and justified request).

Employees Data will be disclosed to designated consultants and management personnel on a project by
project basis so as they can complete the service requested;

Auditors, consultants, and specialist service providers for the purposes of ensuring FUTERA
Ltd operate legally and safely. These include hosting and IT services providers, critical to the
infrastructure of our businesses;

Other FUTERA Limited personnel;

We may disclose your personal information to any member of our group, which means our
subsidiaries, our ultimate holding company, and its subsidiaries, as defined in section 1159 of
the UK Companies Act 2006 (only where this relates to the services provided to FUTERA
Limited and on an exceptional basis);

Police and other regulatory authorities (upon receipt of a proper and justified request).

As part of our business operations, we may take photographs or videos of employees in the
workplace or at company events. These may be used for internal purposes (such as staff
directories) and external purposes (such as the company website, social media, press
releases, promotional materials, or other marketing activities).By signing this Privacy Policy,
you acknowledge and agree that the Company may use your photograph or video image for
the purposes described above. Photographs and videos will be processed securely and only
retained for as long as necessary for the purposes for which they were collected.

Suppliers Auditors, consultants, and specialist service providers for the purposes of ensuring FUTERA
Limited operate legally and safely. These include hosting and IT services providers, critical to
the infrastructure of our businesses;

FUTERA Limited personnel so as they can assist with the delivery of the service requested or
to respond to any contact from customers;

We may disclose your personal information to any member of our group, which means our
subsidiaries, our ultimate holding company, and its subsidiaries, as defined in section 1159 of
the UK Companies Act 2006 (only where this relates to the services provided to FUTERA
Limited and on an exceptional basis);

Police and other regulatory authorities (upon receipt of a proper and justified request).

If there is a duty to disclose or share your personal data in order to comply with any legal obligation, or to enforce or
apply our terms and conditions of supply and/or any other agreements; or to protect the rights, property, or safety of
FUTERA Limited personnel, our customers, or others.

How LONG DO WE KEEP | T?

Service user personal data will be retained for no more than three years following each use of our service, unless you
exercise your rights highlighted below.

Similarly, we are required to keep any complaint and query records for the same period of time.
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Employee data will be retained for six years from the end of their employment with FUTERA Limited and financial
data will be retained for six years from the date of the transaction or record.

Of course, we will look to retain records for no longer than is necessary and will dispose of all records securely.
How WE KEEP IT SECURE

We use a wide range of organisational and technical measures to keep all of our information secure. These include
(but are not limited to):

e Password protection on mobile devices, files, folders, and assets;

e Restricted access to files with sensitive information;

e Anti-virus and anti-malware programmes;

e Use of encrypted platforms to store data;

e Access restriction protocols for information assets;

e Use of in-house data storage arrangements where possible to minimise data transfers.

Another key part of our arrangements is to use systems providers, underpinned by robust and resilient data
processing agreements, who enable us to work smartly and securely. These service providers include Microsoft,
Xero, and Adobe DocuSign.

WHAT WE WOULD ALSO LIKE TO DOWITH IT

We only use data collected for the reason it was collected. If you are a customer, we use this data to deliver the service
to you and do not collect personal data for marketing purposes. If you are interested in our services or projects and
have an interest in learning more about us, we may on occasion contact you and we publish articles from time to time
and simply post these on our website and/or on social media sites to assist and generate interest in our business. We
will not record any personal data that may be used by cookies in order for this website to interact with you.

WHAT ARE YOUR DATA SUBJECT ACCESS RIGHTS?
You have the right for the following:

e Theright to be informed — data subjects must be aware of what personal data we have about them and
what we are doing with it.

e Theright of access — data subjects can request we provide them the personal data we have about them.

e Theright to rectification — Data subjects can have their personal data rectified if it is inaccurate or
incomplete.

e Theright to erasure (or the 'right to be forgotten’) — Data subjects have the right for their data to be erased
where the personal data is no longer necessary in relation to the purpose for which it was
collected/processed if consent is withdrawn or there are no overriding legitimate interest to continue
processing.

e Theright to restrict processing — Data subjects have the right to restrict the processing of personal data
where they have contested its accuracy, where they have objected to the processing and we are considering
whether we have a legitimate ground which overrides this and where processing is unlawful.

e Theright to data portability — The right to data portability allows data subjects to move, copy, or transfer
personal data easily from one IT environment to another in a safe and secure way, without hindrance to
usability.

e Theright to object — Data subjects have the right to object to processing based on legitimate interests
including profiling and direct marketing.

e Rights relating to automated decision making and profiling — Data subjects have the right not to be subject
to a decision when it is based on automated processing and it produces a legal effect or a similarly
significant effect on the individual.
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If at any point you believe the information, we process on you is incorrect, you may request to see this information
and even have it corrected or deleted. If you wish to raise a complaint on how we have managed your personal data,
you can contact our Data Protection Officer who will investigate the matter.

If you are not satisfied with our response or believe we are processing your personal data not in accordance with the
law, you can complain to the Information Commissioner's Office.

Our Data Protection Lead is Russell Cole, Operations Director — Russell.cole@FUTERA.co.uk
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